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Introduction 

In the transition into digital spaces and the data economy, use of quality data becomes important 
for good governance and policy development. Developments in AI have also contributed to the 
increased reliance on large datasets. Around the world, new tools are being explored and tested to 
provide collective and participatory means of governing data. The idea is to promote the 
management of data in ways that benefit those from whom data is collected. Data trusts are one 
such tool that have received much attention globally.1 While there are many iterations of what a 
data trust is and how it can function, the key premise is that it is a legally enforced governance 
structure wherein members pool their personal data and entrust a data trustee or trustees, who 
have a fiduciary responsibility to act in the best interests of the members of the trust, to determine 
how this data is to be used and managed.2  

Three aspects are key to data governance: collection (who collects the data?), management and 
access (who has access to the data and why?) and use (who decides how the data is used, who is 
using the data and why?).3 The answer to the 'who' of it all in each aspect determines the purposes 
to which data may be put, the limitations on its use, and the role of data subjects and their 
consent in shaping this. However, the ‘who’ of it all leads to other questions (i.e. how, when, why, 
where and what) that shape data flows. In the past, those who collected, held or used data 
generally claimed the right to make decisions about what happened with the data, often subject 
to minimal legal restrictions for data subjects around consent or appeal at certain points of data 
flow. This has led to significant concerns about the exploitation of data, and the exploitation of 
individuals and communities through data, as well as concerns that data is not being adequately 
used to address questions of public interest and benefit. As new mechanisms are developed to 
strengthen the responsible governance of data in an increasingly datafied society, we must 
critically assess the applicability of tools such as data trusts in different parts of the world with 

 
1 Global Partnership on Artificial Intelligence ‘Guided by privacy laws, data trusts can regulate access to data subject to 
consent permissions (e.g., purpose and sharing limitations) attached to the data.’ (2022) < https://gpai.ai/projects/data-
governance/data-trusts/>  
2 Hardinges J. ‘What is a data trust?’ (2018) < https://theodi.org/article/what-is-a-data-trust/>  
3 Ruhaak, A. ‘Data Trusts: Why, What and How?’ (2019) < https://medium.com/@anoukruhaak/data-trusts-why-what-
and-how-a8b53b53d34>  
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different legal structures, social contexts, and data needs, in order to ensure that these tools 
improve data justice-related outcomes for people and communities.4  

This paper discusses whether data trusts are feasible structures in an African context, concluding 
that there are significant limitations to a straight import of trust models developed elsewhere. It 
goes on to outline specific considerations that should be prioritised in the development of bottom-
up and collective models of data governance on the continent, whether adopting a formal trust 
structure or not. This is done through a brief overview of data trusts and looking at data rights in 
Africa with particular focus on South Africa’s data protection law. The paper then delves into the 
contentions of a Global South and Global North approach by highlighting the limitations of data 
trusts in an African context. It argues that the development of data trusts could still offer critical 
benefits especially when informed by African values and historical contexts. Making use of 
international instruments (Banjul Charter), principles (CARE) and values (Ubuntu), the paper 
emphasises the importance of collective decision-making relating to data and concludes with 
recommendations on collective and participatory governance, women’s empowerment and 
capacity-building, to highlight how the alignment of data trusts to African contexts could help 
balance historical power differentials in the digital age.   

What data trusts are: a brief overview      

The idea of data trusts arose as a result of the need to find better governance measures in the wake 
of challenges involving mass data collection, sharing and processing.5 These challenges included a 
growing distrust regarding how data are used and, in some cases, misused, the need for privacy 
protections, and the need to draw the line between public and private digital spaces.6 Lauded as a 
buzzword in policy circles, data trusts are increasingly seen as important to privacy protection and 
national AI industries.7 Data trusts can ease or remove the burden of individuals having to decide 
how their data is being used. They exist as a particular institutional form operating within broader 
data governance and personal data protection laws, fall within the jurisdictions of oversight 
institutions, and are legally constituted as a “trust” – that is, a legal entity or relationship established 
to hold property, rights or claims of another, and make decisions in relation to those rights, claims 
or property solely in the best interests of its beneficiaries. 

The legal structure of the trust does not determine one particular governance structure for making 
decisions about data, nor how data should be managed technically. There are diverse governance 
and technical data management solutions currently proposed, including ‘bottom-up institutions’ 
which place emphasis on the active involvement of people contributing data to a trust in its 

 
4 Research ICT Africa ‘From Data protection to data justice’ (2022) < https://researchictafrica.net/publication/from-data-
protection-to-data-justice-redressing-the-uneven-distribution-of-opportunities-and-harms-in-ai/>  
5 Macdonald S.M. ‘Reclaiming Data Trusts’, (2019) < https://www.cigionline.org/articles/reclaiming-data-trusts/>  
6 Ibid 
7 Artyushina, A. ‘The future of data trusts and the global race to dominate AI’, (2021) < 
https://www.bennettinstitute.cam.ac.uk/blog/data-
trusts1/#:~:text=What%20is%20a%20data%20trust,of%20access%20to%20the%20data.>  
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governance.8 These solutions are available at community, sector and individual levels.9 Examples of 
data collection structures that might adopt a trust model include data held in data silos, 
cyberbanks, biobanks (health data) and research repositories.10 Data trusts are also meant to 
provide a governance structure that ensures privacy protections or safeguards. Governance can 
either refer to access to the data, or governance of the data institution. The use of these structures 
is still under debate, especially relating to data autonomy and privacy. However, the work of the 
Open Data Institute (ODI) provides clarity on data governance processes and terminology. Their 
research distinguishes between institutions that allow individuals to make decisions themselves 
(individual decision-making), allows for a group of people to decide (collective decision-making), or 
delegates decision-making authority to another (delegated decision-making).11  

This diverges from strictly normative (legal and/or fiduciary) aspects of data trusts and shifts to 
discussions on other approaches to data governance through trusts, namely the collective and 
participatory aspects of data trusts. The collective aspect of data trusts considers creating a 
network of data subjects bringing together their data with a desire to assert collective power. The 
participatory features of data trusts consider the possibility of greater control over data through the 
use of data subjects as contributors towards the governance of the data trust (e.g. election of 
trustees).12 There are other aspects including the collective monetisation of data, data 
memberships, and the technical aspects of data management. Nevertheless, collective and 
participatory aspects of data trusts bear mentioning as they are an important basis to consider the 
role of data trusts in an African context. 

Data trusts have therefore been mooted as an important way of facilitating responsible data 
sharing, as the very idea of a trust implies that that which is held by the trust is of value. Guided by 
privacy laws, data trusts can regulate access to data subject to consent permissions attached to the 
data (e.g. purpose and sharing limitations).13 Additionally, as per the work of the Global Partnership 
on Artificial Intelligence’s (GPAI) Data Governance Working Group, other key functions of data trusts 
include:  

 Provide a platform for collectives to establish desirable terms and conditions of data use, 
setting the constitution of a trust; 

 
8 Keller, J. ‘What are ‘bottom-up’ data institutions and how do they empower people?’ (2021) < 
https://theodi.org/article/what-are-bottom-up-data-institutions-and-how-do-they-empower-people#collective-
decision-making>; Delacroix S & Lawrence N.D. ‘Bottom-up data Trusts: disturbing the ‘one size fits all’ approach to data 
governance’ (2019), International Data Privacy Law 9:4, 236-252. Doi: 10.1093/idpl/ipz014.  
9 Artyushina, Ibid 
10 Townsend B. ‘The lawful sharing of health research data in South Africa and beyond’ (2022), Information & 
Communications Technology Law, 31:1, 17-34.  
11 Keller, Ibid 
12 Davies T. ‘Notes on data trusts’ (2022), < https://docs.google.com/document/d/1lNNhZHu-
xysunPSMSWb2G28XcYhosizruia5_dIrmcQ/edit?pli=1#heading=h.jgmduqp1336> ; BPE Solicitors, Pinsent Masons and 
Professor Chris Reed of Queen Mary University of London, ‘Data Trusts: legal and governance considerations’ (2019), < 
https://theodi.org/wp-content/uploads/2019/04/General-legal-report-on-data-trust.pdf>  
13 C. Bernier ‘Governance for Innovation and Privacy: The Promise of Data Trusts and Regulatory Sandboxes’ (2021) < 
https://www.cigionline.org/articles/governance-innovation-and-privacy-promise-data-trusts-and-regulatory-
sandboxes/>  
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 Appoint expert trustees (professional managers) to take responsibility for the stewardship of 
the trust’s assets [and] create a regime of strong fiduciary responsibilities to bind the trustees 
to act in the interests of the trust’s members;  

 Negotiate use of trust assets in accordance with agreed terms and conditions, facilitating safe 
and controlled data use; and  

 Establish safeguards and oversight mechanisms to prevent data misuse and to take remedial 
action in the event of the trust’s terms and conditions being breached.14 

Data rights in Africa  

Several countries in the Global North have taken steps to explore data trusts, but the persistent 
question remains whether the idea of data trusts is applicable or beneficial to the Global South. The 
idea of data trusts arose as a means to better and more fully ensure that individuals could access 
and claim their rights with respect to the collection and processing of their personal data. In order 
for data rights to be sustainable in a data- sharing ecosystem, there needs to be a trustworthy 
environment to enable data sharing, monitoring of vulnerabilities, evaluating the assigned value of 
data, and appropriate legal frameworks in place to enforce safeguards.15 One such framework which 
is key to this discussion is data protection laws and regulations. The existence of robust data rights 
and protections, policies, and fiduciary obligations constitutes the basic requirements for data 
stewardship through trusts. While each country has different contexts and jurisdictional 
requirements, the overarching factor is whether or not existing laws and infrastructure are 
sufficient.16 

On the African continent, many African countries are adopting personal data protection laws and 
developing broader data governance policies. While these laws serve as an important basis for 
determining personal data governance structures such as data trusts, provisions would need to be 
further interpreted or extended to provide a legal basis for some of the data-sharing activities 
associated with data trusts. For example, the consent model under the South African Protection of 
Personal Information Act, 2013 (POPIA) has been the source of some disagreement amongst legal 
scholars with regard to the models of consent the law provides for, and whether a broad consent 
model – where a data subject consents to their data being further processed, including shared, for 
a purpose not specified at the time of collection – is permissible.17 Also at the core of the data trust 
discussions are the issues of the interrelation between consent and privacy. The boundaries around 
consent and privacy can become blurred in the data economy. Consent for the disclosure of one 
person’s data can simultaneously mean discrimination against another person.18 For instance, 
disclosing a person’s demographic and personal preference data could result in the profiling of 

 
14 Aapti Institute, Open Data Institute & GPAI, ‘Enabling data sharing for social benefit through data trusts’ (2021) < 
https://gpai.ai/projects/data-governance/data-trusts/enabling-data-sharing-for-social-benefit-data-trusts-interim-
report.pdf>  
15 Aapti Institute, Open Data Institute & GPAI, ‘Enabling data sharing for social benefit through data trusts’ (2021) < 
https://gpai.ai/projects/data-governance/data-trusts/enabling-data-sharing-for-social-benefit-data-trusts-interim-
report.pdf> 
16 Ibid 
17 Protection of Personal Information Act 4 of 2013 
18 Ruhaak A, ‘When One Affects Many: The Case for Collective Consent’ (2020) < 
https://foundation.mozilla.org/de/blog/when-one-affects-many-case-collective-consent/> 
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others that share similarities with that person.19 Some argue that this begs the question of whether 
privacy should also be a collective right as opposed to an individual right. The balancing of consent, 
privacy and effective data sharing can become a practical problem even when regulations exist. For 
example, the feasibility of enforcing the regulations and deciding when privacy applies on a 
collective or an individual basis. In addition, none of the data protection laws on the continent 
currently provide for a right of data portability, another key provision for data trusts as it gives a 
right to transfer data from an organisation that holds it to the trust.  

 
Heat map of data protection laws in Africa (as of 2021). Source: International Bar Association. 
 

An additional policy trend on the continent is in the adoption of policies or provisions that require 
data localisation – a trend evident in Kenya, Nigeria and South Africa.20 Data localisation refers to 
various kinds of policy measures which encourage or mandate the retention of data within the 
physical territory of a country.21 This can be a technically complex – and even impossible – task when 
data is stored on a cloud, but it is also politically and economically contentious.22 In South Africa, a 
recent draft policy on data and cloud services put forward data localisation measures, stating that 
the lack of policy “to guide localized data acquisition, ownership, storage, use and analytics […] is 

 
19 Ibid. Tennison J, ‘Individual, collective and community interests in data’ (2020) < 
http://www.jenitennison.com/2020/12/27/individual-collective-community.html > 
20 Adeleke D. ‘Exploring policy trade-offs for data localisation in South Africa, Kenya and Nigeria’ (2021) < 
https://www.wits.ac.za/media/wits-university/faculties-and-schools/commerce-law-and-management/research-
entities/mandela-institute/documents/research-publications/PB09%20Trade-offs%20in%20data%20localisation.pdf>  
21 Cloudflare ‘What is data localization’ (2022) < https://www.cloudflare.com/learning/privacy/what-is-data-
localization/>   
22 University of the Witwatersrand ‘Mandela Institute Research publications 2021’ (2021) < 
https://www.wits.ac.za/mandelainstitute/research/publications/>  
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a threat to both national security and social and economic growth”.23 Accordingly, the draft policy 
set out the following: 

10.4.4. To ensure ownership and control:  

 Data generated in South Africa shall be the property of South Africa,  

regardless of where the technology company is domiciled.  

 Government shall act as a trustee for all government data generated  

within the borders of South Africa.  

Received with much criticism, and subsequently retracted for further consultations and drafting, 
the draft policy clearly indicates the notion that data is to be owned, and it is therefore in the 
ownership of data that value from it can be gained – a premise which is economically unsound.24 
This also stands in contrast to good data governance and a key premise of mechanisms such as data 
trusts which emphasise that data is not owned by the party collecting, storing or processing it, but 
stewarded. The stewardship of data, and the legal and ethical responsibilities that go alongside this, 
is also embedded in South Africa’s own data protection law.  

Chapter 3 of the POPIA provides for the lawful processing of personal data. These sections place a 
duty on the ‘responsible party’ (persons or organisations determining the purpose of and means for 
processing the data) and ‘operators’ (third parties) on how data can be processed.25 Responsible 
parties act as proforma stewards of personal data. These duties come with conditions relating to 
the purpose, use limitations, quality of the data, and accountability in the use of data.26 These 
responsible parties should be able to act in the best interests of data subjects in the control of their 
data. It is also the matter of leveraging that control (through consent) which opens the door for who 
should be able to access that data. The Act attempts to support self-determination in relation to 
privacy and data rights. This can be seen in the express rights of a data subject as well as the express 
requirement that the responsible party has the burden to prove that consent was acquired.27 
However, the actual practice of personal data protection still falls short in that there is still a vast 
gap at the ground level regarding data rights and data justice.  

Moreover, the Act makes no provision for collective consent, yet the collective is just as important 
as the individual. As Tennison points out, “because data is about multiple people, and its use can 
have systemic, community and society-wide effects…[c]arrying out this community-level 
engagement is completely compatible with also providing consent and control mechanisms to 

 
23 Department of Communications and Digital Technologies ‘Draft National Policy on Data and Cloud’ (2021) < 
https://www.gov.za/sites/default/files/gcis_document/202104/44389gon206.pdf>  
24 Razzano G. ‘Data localization in South Africa: Missteps in the valuing of data’ (2021) < 
https://www.wits.ac.za/media/wits-university/faculties-and-schools/commerce-law-and-management/research-
entities/mandela-institute/documents/research-
publications/800482%20PB6%20Missteps%20in%20valuing%20data_REV%20Dec2021.pdf>  
25 Section 1: ‘Definitions’ 
26 Protection of Personal Information Act ss 8-25. 
27 Section 5 & 11(2)(a) 



7 
 

individuals, where that’s possible”.28 Therefore, South Africa may have established laws relating to 
the creation of trusts, but the infancy of POPIA means that there are still many areas that require 
further investigation in relation to data trusts, stewardship and collective rights.29  

Limitations of data trusts in African context 

In addition to assessing the applicability of the current and emerging regulatory conditions 
surrounding data governance in an African context, attention must be paid to broader social and 
cultural factors that may hinder the effectiveness, or render unsuitable, mechanisms such as data 
trusts. There are risks to sharing data including legal, ethical, reputational and commercial risks. In 
discussing the importance of context, D’Ignazio and Klein state “it’s essential to ask questions about 
the social, cultural, historical, institutional, and material conditions under which that knowledge 
was produced, as well as about the identities of the people who created it”.30 

One of the major hindrances to the use of data trusts, as they are currently being imagined within a 
broadly Western context, is the limited reach of the formal system of law in many African societies. 
The efficacy of data trusts lies in trusted legal regimes that place enforceable fiduciary duties and 
responsibilities on data trustees. In South Africa, at least 16 million people (over 25% of the 
population, and over a third of South Africa’s black African population) live under customary legal 
systems, where disputes and grievances are handled by traditional community-led processes.31 
While customary law is recognised under the formal Roman Dutch legal system of the country, the 
legal system of data protection and trust laws is neither the proffered nor common means with 
which many South African individuals and communities seek refuge from the exploitation of power 
or to resolve their issues. Additionally, independent data protection authorities, which most African 
data protection laws provide for, are currently vastly under-resourced and are stretched thin in 
fulfilling their mandates with respect to monitoring and enforcing compliance. New structures like 
data trusts should not, therefore, place further burdens on such authorities.  

This goes further into a broad lack of awareness around digital and data-related rights, a key finding 
by Adams et al (2021) in their discussion on human rights and the Fourth Industrial Revolution in 
South Africa.32 Indeed, major policy efforts are required to support digital literacy, education and 
access, and to address the rampant digital inequality experienced on the African continent – all of 
which are a critical precondition for good data governance generally, and data trusts in particular.33 

 
28 Tennison, J. ‘Community Consent’ (2020) < http://www.jenitennison.com/2020/01/17/community-consent.html> 
29 Aapti Institute, Open Data Institute & GPAI, ‘Enabling data sharing for social benefit through data trusts’ (2021) < 
https://gpai.ai/projects/data-governance/data-trusts/enabling-data-sharing-for-social-benefit-data-trusts-interim-
report.pdf>  
30 D’Ignazio, C., & Klein, L. (2020). 6. The Numbers Don’t Speak for Themselves. In Data Feminism. <https://data-
feminism.mitpress.mit.edu/pub/czq9dfs5 > 
31 Moore E. & Himonga C. ‘Living customary law and families in South Africa’ (2018) < 
http://www.ci.uct.ac.za/sites/default/files/image_tool/images/367/Child_Gauge/South_African_Child_Gauge_2018/Cha
pters/living%20customary%20law%20and%20families%20in%20South%20Africa.pdf>  
32 Adams, Pienaar, Gastrow et al ‘Human rights and the fourth industrial revolution in South Africa 
The Fourth Industrial Revolution (4IR)’ (2021) HSRC Press < https://www.hsrcpress.ac.za/books/human-rights-and-the-
fourth-industrial-revolution-in-south-africa>  
33 Research ICT Africa ‘After Access 2022 Survey’ (2022) < https://researchictafrica.net/project/after-access-2022-
survey/>  
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These policy efforts can be bolstered through awareness campaigns led by civil society advocacy 
groups and help enhance public-private partnerships.34 In doing so, substantive measures must be 
taken to address the differential gendered experience of access to digital tools and understanding 
of data rights. Addressing issues of gender is also key to having a better understanding of 
accessibility to digital tools.  

Additionally, the power imbalances that can play out in structures like data trusts, where a trustee 
is responsible for making decisions on behalf of others, must be taken into account. A compounding 
factor is a lack of public trust in the use of personal data which remains a problem despite ideas that 
legal frameworks can mitigate privacy concerns. In a South African context, where there is limited 
understanding of data rights, or how personal data is accessed and collected through digital 
technologies, and where there is limited trust in the formal legal system, data trusts could simply 
exacerbate existing knowledge asymmetries. They could even provide opportunities for further 
data colonialism if data trustees are blindly trusted to act in the best interest of the trusts’ members 
who have limited access to information to enable them to select an appropriate trustee, or to legal 
recourse if they fail to live up to their fiduciary obligations. This reiterates the gap in considering 
diversity in historical contexts, and further highlights the power differentials that exist in African 
contexts.35 

The ties with historical colonialism where local and indigenous populations were exploited under 
the pretence of the colonial trustees of their land and personage acting in their best interest cannot 
be forgotten, nor the role of the legal order in legitimising these practices and forms of governance. 
It could be argued that data is still affected by entrenched historical disparities when considering 
that the private sector and international companies already have large collections of data from 
African countries. Concepts like data localisation, wherein restrictions are put in place for the 
storage and use of personal data, are helpful in enabling states exercise control of their data.36 
However, this does not do away with the possible exploitation of large datasets for political or 
economic reasons. 

Moreover, given the knowledge asymmetries described above, data trusts could also facilitate easy 
access – particularly where exemptions are granted in particular provisions of data protection laws 
in order to bypass more restrictive consent models – to all kinds of personal data, including the data 
of marginalised and vulnerable communities, for unethical and exploitative AI and data 
companies. Despite these limitations, there are still potential areas where data trusts could benefit 
from a collective approach. 

Collective rights and responsibilities under African customary systems and 
jurisprudence 

Given the above, models of data governance are now being considered from different perspectives. 
These perspectives do not take away from existing approaches; they offer an alternative. One 

 
34 Tennison, J ‘Weeknotes June 17 2022’, (2022) < https://connectedbydata.org/weeknotes/2022/06/17/jeni-weeknotes>  
35 Global Indigenous Data Alliance, ‘CARE Principles for Indigenous Data Governance’ (2018) < 
https://static1.squarespace.com/static/5d3799de845604000199cd24/t/5da9f4479ecab221ce848fb2/1571419335217/CAR
E+Principles_One+Pagers+FINAL_Oct_17_2019.pdf   
36 Gupta D, ‘Data localization is now a big part of doing business globally.’ (2021) < https://www.brinknews.com/data-
localization-is-now-a-big-part-of-doing-business-globally/>  
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perspective looks at collective data interests and the aggregation of data at population level. The 
collective approach has links to collective rights and responsibilities as established by international 
and regional instruments. An example is the African Charter on Human and People’s Rights (Banjul 
Charter).37 Articles 20 and 27 speak to the right to self-determination and the duty to exercise rights 
with due regard to ‘family and society’, ‘collective security’ and ‘common interest’ respectively.38  

In addition, there is the idea of Ubuntu (African humanism or humanness) and the role it might play 
in better understanding data governance through collective, social or community well-being. A 
diverse and well-known principle across Africa, ubuntu in South Africa is the idea of mutual care for 
the well-being of others.39 The White Paper on Social Welfare defined it as: 

The principle of caring for each other’s well-being will be promoted, and a spirit of mutual 
support fostered… Ubuntu means that people are people through other people. It also 
acknowledges both the rights and the responsibilities of every citizen in promoting 
individual and societal well-being.40 

Elsewhere it has been defined as a collective responsibility, respect, kinship, hospitality and 
compassion between people.41 It emphasises the holistic inter-relationality of all people and life and 
speaks to the idea of mutual aid or providing mutual assistance within a community.42 Ubuntu 
relates to data governance regarding how data institutions should look after collective rights and 
benefits of the relevant community, as opposed to an exclusively individualistic approach. 

In discussing data governance from an African context, Hlaka points out that there are other existing 
African principles such as Ujamaa (promotion of economic development and equitable wealth 
distribution) and Umoja (maintaining unity in the family, community nation and race) that are 
equally relevant to data.43 Although building on the importance of collective rights and governance, 
these principles also portray the nuances resulting from differing historical contexts.  

The CARE principles for Indigenous Data Governance offer a similar approach which advocates the 
importance of indigenous data and the value of people-centric governance. The CARE principles – 
the acronym representing Collective benefit, Authority to control, Responsibility, and Ethics  –  
advocate for self-determination of indigenous communities and the protection of cultural heritage 
including data.44 The emphasis on ‘self-determination’ points to the pivotal role of consent (as a 
nation or collective) in that communities and nations should have the power to not only restrict 
indiscriminate use of their data, but also have the agency to determine the value of that data. 

 
37 African Union ‘African Charter on Human and People’s rights’, (1982) OAU Doc. CAB/LEG/67/3 rev. 5, 21 I.L.M. 58 < 
https://www.achpr.org/legalinstruments/detail?id=49>  
38 Ibid.  
39 Hailey J. ‘Ubuntu: A literature review’ (2008) < 
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.459.6489&rep=rep1&type=pdf> 3 
40 Republic of South Africa (Department of Welfare), ‘White Paper for Social Welfare’ (1997) < 
https://www.gov.za/sites/default/files/gcis_document/201409/whitepaperonsocialwelfare0.pdf> 12 
41 Murove MF, ‘Ubuntu’ (2014), Diogenes 59(3-4): 36-47 <DOI: 10.1177/0392192113493737>  
42 Ibid 
43 Hlaka T. ‘Data Governance in the African Context’ (2022), < https://merltech.org/data-governance-in-the-african-
context/>  
44 Global Indigenous Data Alliance, ‘CARE Principles for Indigenous Data Governance’ (2018) < 
https://static1.squarespace.com/static/5d3799de845604000199cd24/t/5da9f4479ecab221ce848fb2/1571419335217/CAR
E+Principles_One+Pagers+FINAL_Oct_17_2019.pdf 
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Furthermore, data should be grounded on community values, be ethical, expand capacity and 
capability, be accessible, especially through indigenous languages, and be representative.45 These 
principles are an important step away from a purely Western approach to governance and towards 
recognition of the lived experiences of different peoples. The development of community-oriented 
approaches to governance and recognition of the Global South continue to grow.   

The stokvel scheme: A case study example of collective decision-making in the 
South African context  

Globally known as a rotating savings and association (ROSCA) and predominantly intended for 
money-saving purposes, the use of stokvels is aimed at a common purpose, usually the pooling of 
different resources into a common place for equal benefit.46 This concept is practiced across many 
nations including Mexico, Pakistan, Brazil and Japan.47 In South Africa, one of the most popular ways 
of saving money is through a stokvel scheme. Stokvels have constitutions with details on the 
governance structure of the scheme.48 With a  stokvel, small groups of individuals collectively agree 
to contribute weekly or monthly to a shared savings pool. Individuals could be community 
members, work colleagues, friends or relatives.49 Stokvels can be used for savings, groceries, 
investing, burials or social gatherings.50 The practice has a long history, emanating from the 
country’s system of apartheid, when access to formal banking was denied for non-whites.51 While it 
remains a largely informal practice, it is reported that there are almost R50 billion in savings across 
over 11 million members of different schemes, and increasingly South African banks are offering 
stokvel products and services.52 Benefits of a stokvel come from collective decision-making as 
opposed to just selected individuals. For a savings or financial stokvel, all members have access to 
the savings account statements, transactions require at least two signatories from the scheme and, 
during payments, the designated beneficiary receives their money automatically.53  

Mutuku and Kaseke state that in South Africa, apartheid and poverty forced “the poor to rely on self-
help community-based initiatives as part of their survival strategies” with stokvels being a result.54 
The added benefit of the ‘informality’ of stokvels also helped marginalised members of society 
become part of a financial system from which they were previously excluded. This also encouraged 
those in the informal sector, particularly women, to save long term or have access to credit, hence 

 
45 Ibid  
46 National Stokvel Association of South Africa (NASASA), ‘About Stokvels’ (2021) < https://nasasa.co.za/about-stokvels/>  
47 Ibid 
48 Hutchison A. ‘How South African stokvels manage their lending activities outside the courts’ (2020) The Conversation, < 
https://theconversation.com/how-south-african-stokvels-manage-their-lending-activities-outside-the-courts-135449 > 
49 Dafuleya, G. ‘Why lending through community-based organisations makes sense’ (2015), The Conversation < 
https://theconversation.com/why-lending-through-community-based-organisations-makes-sense-50263> 
50 National Stokvel Association of South Africa (NASASA), ‘Our regulatory framework’ (2021) < 
https://nasasa.co.za/about-us/our-regulatory-framework/>  
51 Matuku, S & Kaseke E., ‘The role of stokvels in improving people’s lives: The case in Orange Farm, Johannesburg, 
South Africa’ (2014) Social Work/Maatskaplike Werk 50(4): 504-515, 505.  
52 Hutchison A. ‘How South African stokvels manage their lending activities outside the courts’ (2020) The Conversation, < 
https://theconversation.com/how-south-african-stokvels-manage-their-lending-activities-outside-the-courts-135449 > 
53 First National Bank (FNB), ‘Stokvel Account’, (2022) < https://www.fnb.co.za/savings-account/stokvel-account.html>  
54 Matuku, S & Kaseke E., ‘The role of stokvels in improving people’s lives: The case in Orange Farm, Johannesburg, 
South Africa’ (2014) Social Work/Maatskaplike Werk 50(4): 504-515, 504. 
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the predominance of women in the schemes.55 Women could also benefit from the social 
networking and friendships that resulted from these groups.56 The use of a collective saving scheme 
is an example of ubuntu in practice, especially when considering the high rates of inequality. It is 
the preference of collective growth or mutual aid towards a common purpose over individual 
growth.  

Therefore, should data governance follow a stokvel approach, and ‘data stokvels’ are created, they 
would entail the use of a constitution in dealing with data – a practice already in place for trusts. It 
could also be argued that stokvels rely on a combination of collective and delegated decision-
making, especially since data stewards within the collective would have to be elected to handle the 
requests, and all decisions made would be through collective consent from all the data subjects. 
Requests for data usage might be monetised to benefit the collective and any third parties looking 
to use community data would need to have the appropriate safeguards before access.57 Adopting 
this approach does not negate the potential for data exploitation, especially by large organisations, 
but it does provide a potential glimpse on how to include marginalised communities in the 
governance of their own data. Should these principles be used, they offer benefits to both data 
institutions and users. 

Opportunities and benefits of data trust-like schemes in Africa  

While effective in some contexts, fiduciary-based models of data trusts still have limitations, as 
discussed above. Based on discussions of other forms of bottom-up data institutions, such as data 
cooperatives, hybrid data institutions, and now stokvel schemes, one may consider how these 
institutions can provide some benefits and opportunities.58  

 Empowering communities  

Communities should be able to make decisions about the use of their data and exercise their 
data rights. There would still be some elements of stewardship based on transparency and 
loyalty. Empowerment of communities means they are able to exercise collective power, 
agency, and even increase a sense of responsibility over those requesting access to their 
data.59 However, communities would not be limited to relying on sparse regulations that 
might be financially motivated. Therefore, while a fiduciary-based model might exist, 
communities can be given some level of deference on how they choose to exercise their 
rights especially where regulatory gaps exist.  For larger collectives, access to large datasets 
held in trusts may mean compliance   with additional internal frameworks, which in turn 
places greater responsibility and accountability on those who wish to access the data.   

 Awareness building  

Data trusts could fill the gap with respect to building awareness around data rights and 
access to remedies. Trusts based on a collective approach can help create platforms for 

 
55 Ibid 505-506. 
56 Ibid, 512. 
57 Hlaka 
58 Keller, J. ‘What are ‘bottom-up’ data institutions and how do they empower people?’ (2021) < 
https://theodi.org/article/what-are-bottom-up-data-institutions-and-how-do-they-empower-people#collective-
decision-making>  
59 Tennison, J. ‘Community Consent’ (2020) < http://www.jenitennison.com/2020/01/17/community-consent.html> 
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both groups and individuals to learn more about the value of their data and uses thereof. 
This also does away with the reliance on mainstream media or national campaigns as an 
exclusive means to create awareness on data rights and related remedies. Collective or 
community-level data trusts can also help contribute towards robust consultations.60  

 Strengthening a culture of data stewardship  

Data stewardship can help share the responsibility of data rights. This also eases the burden 
on individuals in controlling their data.61 Trustees could help support the exercise of digital 
rights for offline individuals. The professionalisation of data and self-management through 
data stewardship will become necessary over time.62 This will help communities decide 
where and how to leverage their data. Incorporating the use of principles like transparency 
and accountability can help shape and protect incidents of misuse and violations. 

 Addressing practices of data colonialism  

The promotion and adoption of normative frameworks from the Global North remains an 
area that needs to be addressed. The outcomes of these frameworks still struggle to take 
historical contexts into account. The resultant effect is the appropriation of data with the 
aim of extracting economic value often to the detriment of the data subject.63 The use of 
data trusts can help encourage better gateways to discourage resource rich countries or 
organisations taking advantage of countries with less resources. It also means greater 
responsibility on organisations to be more transparent about their practices. Therefore, 
trusts create an opportunity for countries and communities to have better control of their 
data without exploitation.  

 Improving data justice outcomes  

While data have implications beyond the individual level, when acquired and used correctly, 
data have the potential to affect real change. Taylor describes data justice as “fairness in 
the way people are made visible, represented and treated as a result of their production of 
digital data”.64  This means data trusts can potentially be used as one mechanism to 
counteract the negative outcomes of an indiscriminate use of technologies. Data trusts have 
to be able to be applicable to differing developmental contexts, including the 
acknowledgment of a need for rights-based governance. In other words, what might be 
good for the West is not always applicable to the East or South. Adequate representation, 
the protection of data subjects, sharing the benefits of data, non-discrimination, and 

 
60 Ilori T. ‘Maximising public awareness for participatory data governance in African countries’ (2022) < 
https://cseaafrica.org/maximizing-public-awareness-for-participatory-data-governance-in-african-countries/>  
61 Ibid  
62 Artyushina, A. ‘Privacy in a sustainable data economy: lessons from existing and failed data trusts’, (2021) < 
https://www.bennettinstitute.cam.ac.uk/blog/data-trusts2/> 
63 Couldry N. & Mejias U. ‘The Costs of Connection’ (2019) Stanford University Press  
64 Taylor L. ‘What is data justice? The case for connecting digital rights and freedoms globally’, (2017) Big Data & Society 
4(2), < https://journals.sagepub.com/doi/pdf/10.1177/2053951717736335> 1 
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disengagement with technology are just some of the ways that data trusts could help 
improve data justice.65  

 Data-centred communities 

Data trusts could offer opportunities to create hybrid or new kinds of data-centered 
communities that are not predicated on patriarchal structures or otherwise. These are 
communities formed around shared data assets. Examples include the pooling of data in 
mapping (OpenStreetMap) and data collections (Wikidata), for environment causes 
(WaterCan), and e-hailing (Driver’s Seat), and even for the separation of niche data such as 
financial and health data (healthbanks) from every other type of data.66 This aims to help 
protect the privacy of citizens in certain sectors.67  While healthbanks involve the willing 
disclosure of health data within patient groups as niche data for further research, , looking 
beyond just privacy, this is also applicable to cultural or traditional practices or protected 
indigenous practices.  

The benefits of collective mechanisms continue to grow as more and more people explore hybrid 
methods of data stewardship. This does not take away from the established principles and practice 
of data governance, rather it encourages diversity in initiatives and enhances what already exists.   

Way forward and conclusion 

”…[O]ne person making data available often holds repercussions for society at large. In 
order to fully encapsulate both the negative and positive externalities of data usage, we 
need to look beyond the individual.”68 –Anouk Ruhaak 

Data trusts may very well not be the best structure in a South African context to address major issues 
with regard to data exploitation, but could, instead, create a new mechanism through which the 
data of individuals and communities is used for the benefit of those communities. Exploitative data 
practices are on the rise across the continent, and efforts are needed to decentralise the control of 
data and ensure that the use of data benefits those from whom it is collected, and those who will 
experience its impact.69 Other mechanisms that need to be considered in context-specific data 
governance and data trusts include:  

 
65 Ibid. Research ICT Africa, ‘From data protection to Data justice- redressing the uneven distribution of opportunities 
and harms in AI’ (2022), < https://researchictafrica.net/wp/wp-content/uploads/2022/02/From-Data-Protection-to-Data-
Justice.pdf >  
66Water Community Action Network ‘About Us’ (2022) < http://watercan.org.za/about-us/> ; OpenStreetMap ‘About OSM 
Community’ (n.d.) < https://welcome.openstreetmap.org/about-osm-community/history-of-osm/>; Wikidata 
‘Introduction’ (2022) < https://www.wikidata.org/wiki/Wikidata:Introduction>; Driver’s Seat ‘Home’ (2022) < 
https://driversseat.co/>; Keller, J. ‘What are ‘bottom-up’ data institutions and how do they empower people?’ (2021) < 
https://theodi.org/article/what-are-bottom-up-data-institutions-and-how-do-they-empower-people#collective-
decision-making> 
67 Artyushina, A. ‘Privacy in a sustainable data economy: lessons from existing and failed data trusts’, (2021) < 
https://www.bennettinstitute.cam.ac.uk/blog/data-trusts2/> 
68 Ruhaak A, ‘When One Affects Many: The Case For Collective Consent’ (2020) < 
https://foundation.mozilla.org/de/blog/when-one-affects-many-case-collective-consent/>  
69 Tennison J. ‘Individual, collective and community interests in data’ (2020) < 
http://www.jenitennison.com/2020/12/27/individual-collective-community.html>  
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 Building an evidence-base of participatory data governance practices in African contexts 
and evaluating their efficacy in protecting rights;  

 Determining how to draw on collective and relational value systems and governance 
structures to build participatory data governance models that address structural digital 
inequalities;  

 Empowering women in particular through such data governance models; and 

 Researching the role and benefits of more institutional models, including public- private 
partnerships.  

At RIA we are exploring different data governance mechanisms and policy options that may better 
serve our communities and their needs. This work includes studying African jurisprudence on 
collective rights and responsibilities, and the ways in which African societies have practised the 
participatory and collective management of resources. As part of the African Union Digital 
Transformation Strategy, the recently endorsed African Union Data Protection Framework (2022), 
where RIA provided technical support, is another example that offers an important regional strategy 
as part of the broader Continental Data Policy Framework of the African Union Commission.70 Our 
work also includes assessing how data trust-like models could be imagined and constructed to fill 
the gap with respect to access to remedy for data-related exploitation, and – critically – offer 
opportunities to support new kinds of communities that are not tied to the patriarchal traditions of 
many customary structures, such as data communities formed to advance the realisation of 
women’s rights in a particular area. RIA’s work builds on the work currently done by the Global 
Partnership on AI (GPAI) in advancing data governance when developing responsible and socially 
beneficial AI technologies.  

The evolution of data trusts continues to allow for more research and open discussions from both a 
governance and research perspective. Distinct contexts, historically and otherwise, mean that there 
is no ‘one-size-fits- all’ and, therefore, heterogeneity should always be the starting point of all 
discussions. There are aspects of data trusts (participatory and collective) which have value, but 
perhaps needs to be reinterpreted in light of African thought, values, principles and social 
structures. As new approaches emerge, individuals, communities and nations should be given 
ample opportunity to select, critique and highlight whether or not the proposed avenues are in their 
best interests.  

 
70 Research ICT Africa ‘Consultation workshop: Africa Data Policy Framework, African Union Commission’ (2021) < 
https://researchictafrica.net/2021/08/05/consultation-workshop-africa-data-policy-framework-african-union-
commission/#:~:text=Developing%20the%20data%20policy%20framework,stimulate%20job%20creation%2C%20brea
k%20the>  


