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Concept Note: AI Risk and CyberSecurity 

Policy Research Centres on Artificial Intelligence for Development 
in Africa: Supporting just AI through research and policy 
development  
……………………………………………………………………….. 
Part A: Research Description 

Introduction 
As AI is increasingly deployed in information systems, analytical tools, and physical infrastructure, 
new risks have emerged (Creese, 2020). AI that is increasingly deployed in systems that affect 
millions of people introduces new risks that may result in diffuse harms (Creese, 2020). Yet the 
novelty of AI technologies tends to escape current risk assessment and mitigation frameworks. In 
particular, the harms and pathways associated with AI security go beyond established cybersecurity 
risk mitigation. These risks encompass other security risks and together are referred to as AI security 
risk. An emerging global political economy of risk tends to impose AI security risk on those least able 
to mitigate it, particularly in Africa . 
 
Our research seeks to identify these risks, but from the outset to also identify how these risks are 
framed globally so that some actors, especially in Africa, bear the brunt of the risks, while other 
actors, many of which are in the global North, avoid the risks, or the costs of mitigating them or 
benefit from creation of the risk. A political economy analysis of AI security risk requires a more 
subtle and flexible approach than conventional political economy. This is because the role of 
institutions, in particular  state run or controlled institutions is to some extent supplanted by 
phenomena that may not be as readily recognised as institutions such as standards (and standards 
bodies) as well private sector actors which wield power through technical protocols. The analysis 
nevertheless seeks to identify the dynamics of power, the role of information in conferring power, 
and the actors that wield that power. Who bears risks, who has the power to mitigate them and at 
what cost are important questions for this inquiry. 
 
Just as AI risk is not a unitary phenomenon AI is itself not a single technology but instead refers to a 
number of techniques that rely on extensive data to generate algorithms. The production of data is 
a deeply political process, similarly algorithms that reflect the data used to produce them are 
deployed to different ends and embedded in different social and technical contexts.   
 
In the context of cyber-crime and interstate conflicts AI-attacks can be used as a means of hard and 
soft power (Siedler, 2016). An immediate public policy priority is to ascertain and specify the range, 
extent and implications of AI security risk, based on the potential harm that AI deployment can 
cause to digital networks and systems, societies, organisations, and people.  
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To simplify the wide spectrum of security implications of AI, we will devise a taxonomy which looks 
at AI as a threat, as a vulnerability to exploit (i.e. target), and as an offensive or defensive 
mechanism. As a means of hard power, AI can be a criminal actor, can be an enabler or a vector of 
cyber-attacks. It can be weaponised during armed conflicts. It can also be a vulnerability:, it can be 
exploited and become a target of cyber-crime or cyber operations. But AI can be a source of threat 
without intentional action, through over reliance on AI or through unanticipated failure of AI 
without intervention by another threat actor. 
 
The type and scope of harm emerging from AI as a threat actor or as an enabler and vector of an 
attack are multiple. AI actors and AI-enabled attacks can damage technological and digital systems 
(i.e. networks, platforms, applications, or databases) compromising the confidentiality, integrity 
and accessibility of data and information. More broadly, AI-enabled attacks can have repercussions 
into economic and political life in Africa, or negative effects for organisations and individuals. As a 
means of soft-power, it can be used for dis- and misinformation campaigns, mass surveillance, or 
for political manipulation.  
 
AI can be used not only offensively to commit cybercrime and to facilitate cyber operations. It can 
be used also defensively to detect, expose and prevent cyber-attacks. AI can be used as a defensive 
mechanism to detect, ameliorate and fix damages emerging from a cyber-attack. Further, AI can be 
used to support cyber-crime detection or as a deterrence mechanism. Lastly, AI can support the 
development of evidence-based cyber norms, policy, and legislation. 
 
In order to prevent risks and ameliorate the effects of AI threats and vulnerabilities, technical, legal, 
and political responses need to be designed and implemented, to effectively tackle challenges of 
risk assessment, prevention, attribution and accountability.  Building on research on cybersecurity 
carried out by RIA in the IDRC funded cyberpolicy think tank initiative and the collaboration with the 
Oxford Martin School that resulted in the Cybersecurity Capacity Centre at the UCT this research 
into AI risks and security will identify what current cybersecurity standards and capacity do exists in 
Africa, and the gap between these and what is required to respond to threats. 
 
RIA will also leverage the  cybersecurity research, capacity building and engagement in global 
governance to understand the threats, limit harms and mitigate risks associated with the use of AI 
as an cyber-crime actor, as a vector of cyber-attacks, or a means to exert soft-power. 

Background 
 

Risk 
 

The deployment of AI by corporations and governments gives rise to new risks. Cyber risks, and AI 
risks by extension, can be analysed across three key characteristics (source of cyber risk, cyber risk 
object, impact of cyber risk). Due the global interconnectedness of the Internet and its associated 
technologies AI security risks are routinely although not always cross border. Therefore, 
understanding AI security risk and possible responses has both international and national 
dimensions. 
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The overall paradigm for understanding AI threats is as a source of multiple risks, some of which do 
not fall within the traditional parameters of cyber risks, and some of which are not due to the actions 
of adversaries. AI security risks are not confined to online harms of the type that preoccupied cyber 
security historically such as disruption to computer systems and loss or leaking of data (Creese, 
2020). Due to the complexities of AI, risks may emanate directly from AI systems as much as they 
might from the actions of malicious actors. AI systems may fail due to technical problems with their 
software or datasets, but also due to external systems in which they rely. In Africa, for instance, the 
lack of reliable power is a significant risk factor. Another risk factor is the high diffusion of pirated 
software. 
 
AI technologies may be targets for hostile action by adversaries. AI technologies may be used to 
carry out attacks on other kinds of systems, as a weapon, or to detect and respond to attacks, 
whether by AI or other kinds of attacks, defensively. Although this is often perceived as a problem 
for those countries leading AI development, even in countries where there is limited or no 
deployment of AI as in the case of many African countries, it may nevertheless be used offensively 
against ICT systems. 
 
In Africa, four interlinked domains are subject to cyber risk because of their structural weaknesses 
and vulnerabilities. These are individuals and end users; small and medium enterprises; ICT supply-
chain and critical infrastructures; and national and regional governance institutions. The region 
lacks the human, technical and institutional capacity in the region to effectively address AI threats 
at all these levels  (Feldstein, 2019)   
 
The first domain of risk, i.e. individual and end-users, is considered the cardinal source of security 
risk. A more likely  source of risk than technical failure is human behaviour in connection with AI 
such as over reliance on AI systems for analysis or action. Change in human behaviour resulting from 
the deployment of AI may increase reliance on AI technologies to the exclusion of other technologies 
and practise. These risks are compounded for African countries since African societies have far fewer 
resources to mitigate risks and AI security risk is not salient for African policy makers. Approximately 
75% of Africans do not have Internet access (Gillwald & Mothobi, 2019) but are still potentially at risk 
from AI, since AI can become a threat actor and can be used to target ICT dependent systems on 
which they rely such as telecommunications and financial systems. For example the use of 
biometric, algorithmic and digital ID systems powered by AI can centralize a populations’ sensitive 
data to provide access to essential public services (Pauwels, 2019) . But, in contexts where oversight 
of human rights, security, and data protection is weak or lacking, such systems create pervasive 
risks, from crystallizing discrimination to the exploitation of personal information for electoral gain 
(Gwagwa et al., 2020; Smith & Neupane, 2018)).  
 
Small and medium enterprises fall within the second domain which is often subject to risks, whether 
directly, as victims of cybercrime, or indirectly through the failure of systems on which they rely. 
Generally in Africa, they lack the capacity to adequately guard against these risks. SME’s in Africa 
that rely on ICT’s whether directly or indirectly are therefore likely to have greater exposure to AI 
risk but the issue has received scant attention. 
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ICT networks and digital supply-chain are part of  the third domain of risks. They are composed of 
multiple technical layers, primarily controlled by private corporations. While these may guard 
against some risks due to self-interest they may also expose individuals and SME’s to risk through 
their practises and technology architectures. African countries are almost entirely dependent on 
supply chains in which the design, creation and supply of AI technologies originate outside the 
continent. Often neither governments nor private actor have the capacity to audit these 
technologies, including for security purposes.  Many of the technologies designated as AI are 
constructed as opaque entities that resist examination by those who use them. Governance of these 
systems is in large part through standards, however these standards may insufficiently mitigate risk 
and distribute it on those least able to mitigate or bear it. As automated systems increasingly 
manage infrastructure such a power grids and payment systems failure of or compromise of AI can 
result in economic loss or damage to physical infrastructure and even loss of human life.  
 
Lastly, the forth domain of risks is the weaknesses and vulnerabilities of traditional national and 
regional systems of governance. Traditional policy mechanisms such as legislation are often unable 
to modify the political economy of AI security risk. The global political economy of risk is structured 
by global technology monopolies and quasi-monopolies effectively setting security standards 
through the technologies they provide. These technologies introduce novel and increased risks for 
networked actors, and increasingly for those reliant on networked actors. While global technology 
monopolies are capturing most of the gains of such technologies risks are assigned 
disproportionally to individuals and small and medium enterprises who have little choice but to 
participate in digital networks.     
 
Over reliance on AI to model and assess national security threats may also pose a risk to the capacity 
to exercise national sovereignty. When states rely on AI systems to assess threats; threat actors and 
threat levels without independent verification and judgement they either miss threats that the AI 
systems do not assess appropriately or they may allocate resources to situations that are not as 
threatening as an AI system reports. In situations where a country raising its own preparedness is 
likely to cause other countries to raise theirs in a cycle of reciprocal threat posturing an AI system or 
several AI systems could trigger a feedback loop that could result in a war. 
 
State governments have largely used a risk-based approach to address the challenges of illicit use 
of emerging technologies like Artificial Intelligence (AI). Taking a risk-based approach is a 
fundamental component of cybersecurity because it provides rationale and justification for all 
cybersecurity activities. To reduce the occurrence of significant and adverse impacts, effective risk 
management addresses threats, mitigates exposure, and reduces vulnerabilities. Cybersecurity, 
broadly understood is the realm of assessment and mitigation of risks that involve digital 
information and communications technologies. AI as the term is currently used is a subset of cyber 
technology, cyber security thus includes the AI risks itemized. 
 

Cyber security 
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As defined by the ITU X.1205, cybersecurity is “the collection of tools, policies, security concepts, 
security safeguards, guidelines, risk management approaches, actions, training, best practices, 
assurance, and technologies that can be used to protect the cyber environment and organization 
and user’s assets. Organization and user’s assets include connected computing devices, personnel, 
infrastructure, applications, services, telecommunications systems, and the totality of transmitted 
and/or stored information in the cyber environment. Cybersecurity strives to ensure the attainment 
and maintenance of the security properties of the organization and user’s assets against relevant 
security risks in the cyber environment. General security objectives comprise of the following: 
Availability, Integrity, Confidentiality which may include authenticity and non-repudiation”. 
(Definition of Cybersecurity ITU-T X.1205, n.d.) 
 
Cybersecurity encompasses securing not only digital systems and information but also financial, 
physical and other systems that may be negatively affected by attacks via computerised or 
networked means. Information may be compromised by either intrusive attacks or by surveillance. 
AI increases the existing challenges of cybersecurity because AI can be used offensively to direct or 
carry out surveillance or cyberattacks. Cyber-attacks may be not only launched by state actors or 
non-state actors (with the latter potentially acting as proxies for state actors), but by AI itself when 
it behaves in unplanned or unpredictable ways. 
 
Physical infrastructure such as power grids, other utilities and supply chains are increasingly 
controlled by automated means. If the functionality of these automated systems is compromised 
this can result not just in systems ceasing to function with physical world consequences such as a 
power outage but could result in physical damage to the system for example through causing a 
substation to overload. A cyber-attack attributed to Red Echo shut down significant portions of 
India’s power grid in 2020, preventing trains from running and the stock exchange from operating 
(Recorded Future, 2021). Where automated systems controlling infrastructure or other potentially 
vulnerable systems uses AI then the AI can be a target of the attack. Potentially, it can also become 
the actor launching the attack. On a positive note, AI may be deployed to scan systems for 
weaknesses or to detect attacks including cyber-attacks. 
 

National Security 
 

National security is affected by AI in ways that extend beyond conventional cybersecurity, although 
within the broader understanding of cybersecurity used in this research. National security includes 
securing countries against military or paramilitary attacks as well as other threats to internal peace 
and stability. There is a danger that complex AI systems may escalate conflict by erroneously 
predicting conflict, thus triggering a feedback loop in which each actor raises its threat readiness in 
response to raised threat readiness by others. 
 
Not only can AI be both a threat actor and an enabler and vector of an attack, but increasingly AI is 
being deployed for to determine policy or make policy decisions including decisions that affect 
security (for instance, AI being deployed to monitor and assess security risks). AI can also be used to 
direct data at decision makers to influence their behaviour. A successful attack of this sort against a 
government could compromise a country’s sovereignty (Creese, 2020). Predictive systems, 
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including threat assessment and policy systems may also be manipulated by deceptive input 
particularly adversarial machine learning (Creese, 2020).  Analytical and predictive systems 
supplied to developing countries may not be configured in the best interests of those countries but 
may favour the world-view of supplying countries. Without capacity to understand and evaluate AI 
systems and their biases developing countries may have their sovereignty subtly undermined. 
 
Human tendencies to treat AI systems as infallible may constituted a more significant risk factor 
than the fallibilities of AI systems themselves, especially in contexts in which the users of systems 
do not understand the underlying technology nor its limitations. Another limitations is that AI 
technology is normally closed-source, leaving no space for scrutiny. The need to scrutinise and 
modify AI technologies for security risks demands that African countries only procure and invest in 
open source AI technologies but previous attempts by African states to use open source have been 
fiercely resisted by global monopolists (Rens, 2011). 
 
African countries without local capacity to develop AI will necessarily import AI technology and 
policy tools from external sources. These may be compromised in ways that African states lack 
capacity to detect, or they may simply be shaped by interests or paradigms not compatible with the 
interests of African states. 
 
Cyber diplomacy 
 

An important emerging aspect of peace, stability, and justice in cyberspace is cyber diplomacy, the 
diplomatic relationships of countries in respect of cybersecurity including the cross border actions 
of non-state actors. Due to the complexities to determine the origin of cyber-attacks, also specialists 
involved with AI security are facing challenges in attributing damage. Attributing attacks without 
evidence has implications for diplomacy (Sanger & Schmall, 2021). Counter-offensives launched 
against actors believed to have originated attacks may precipitate or escalate cyber- conflict and 
this may negatively affect diplomacy. These issues have not been dealt with in diplomacy until 
recently. Many African countries have yet to develop capacity to deal with cyber diplomacy 
challenges including increasing understanding  of cybersecurity challenges and coordination 
between diplomats and cybersecurity specialists. But the situation is changing. The establishment 
of the Open-Ended Working Group (OEWG) on ICT state security provides a good opportunity for all 
African countries to express their views on cyber diplomacy (Calandro, 2020). The timescale on 
which this challenge must be met is dramatically compressed by the potential of AI to make attacks 
more sophisticated.  
 

Cyber crime 
 

Cybercriminals may not always be easy to distinguish from state actors or their proxies. However 
most cyber crime is motivated by financial profit. Phishing and ransomware attacks, such as the 
Johannesburg City Power attack in 2018, seek to extract money from victims but attackers may seek 
to extract information (cyber espionage) or sabotage systems in return for payment from other 
actors.  
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The assumption on which criminal justice systems operate is that the majority of crimes take place 
in a single jurisdiction. Passing and enforcing appropriate laws against the perpetrators is the 
primary strategy to reduce crime. But cybercrime is routinely perpetrated by actors outside the 
jurisdiction where the effect is felt, and is often difficult to attribute (Calandro n.d.). Cybercrime 
mitigation involves similar responses to cybersecurity including strengthening of systems against 
attack, real time interdiction and cross border cooperation.  
 
AI used offensively greatly increases the threat of cybercrime but may be deployed to detect and 
respond to cybercrime. The challenge for African countries is that lag in the arms race between 
attack and defensive systems will have harmful effects not only on individual victims of cybercrime 
but on confidence in and adoption of ICT systems. Availability, price, adaptability and ease of use of 
AI defensive systems is key to African countries capacity to combat AI enabled cybercrime.  
 

Capacity in Africa 
 

Before the capacity of African countries to respond to AI security risk can be meaningfully assessed 
the first challenge is epistemic: how AI security risk can be understood in a sufficiently wide but 
coherent frame. Existing risk management and cybersecurity systems require interrogation to 
ascertain whether they appropriately apprehend and frame risk associated with AI. To the extent 
that risks are not recognised in an overarching frame gaps will prevail and responses remain 
fragmented. While the response to some risks may be adequate other risks may be overlooked or 
even exacerbated by a piece-meal approach. The salience of AI security risk must be raised to enable 
policy makers to at least understand the issue and the need for a response. 
 
Existing resources for dealing with cybercrime must be assessed to ascertain their adequacy. 
Standards, norms and institutions have an important role to play, since these enable cooperation 
between private and public actors in countries, as well as between national governments to address 
AI security. The United Nations Group of Governmental Experts (UN GGE) adopted a set of voluntary 
and non-binding norms on responsible state behaviour in cyberspace in 2015. Together with the 
2014 African Union Convention on Cyber Security and Personal Data Protection these constitute a 
standard for African countries for cybersecurity. However even a country as capable as South Africa 
has not fully implemented the recommendations of the UN (Calandro n.d.). While these standards 
are necessary as responses to AI security risk they are insufficient, as AI technology has developed 
dramatically since they were created. 
 
The capacities of African governments, security experts, small and medium enterprises, and 
individuals to deal with AI security risk are unlikely to extend to what is required. Technology 
providers in the global North and global platform monopolists are best placed to mitigate many 
though not all of the risks. Any response to AI security risk in Africa necessarily entails changes in 
behaviour by these actors. 
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Part B: Research Plan 

Objectives 

Overall objectives 
 

AI security risk is an emerging, little understood area. Existing research on cyber security and 
cybercrime is insufficiently capacious to encompass the range of AI security risks. Research requires 
instantiation of a field of research. Determination of the field of AI security risk will disclose the 
actors, dynamics, technologies and political economies of emerging AI security risk. Critically AI 
security risk must be brought into focus through the lens of development in Africa.  This requires 
analysis of the risk of adoption and importation of AI technologies from other contexts into Africa 
contexts characterised by pre-existing governance challenges and resource constraints.  
 
A framework will be developed that enables the apprehension of AI security risk in African contexts. 
The framework will be used to identify AI security risks. This identification will serve an initial scan 
of the risks and of the resources available to assess, mitigate and assign risk.  
To what extent regional cyber security standards offer an approach to mitigating risk must be 
ascertained.  
 
In devising this framework the research will seek to identify which actors command information 
about AI security risk, and thus how command of this information affects power relationships. 
Closely aligned is the issue of how risks are distributed, and who is disproportionately harmed by 
AI. 
 

Specific objectives 
 

1. Work with African policymakers, security experts and researchers and researchers to create 
a just framework for framing, assessing and mitigating AI security risk in accordance with 
African values and realities, and aligned with global human rights and ethical AI research 
principles. 

2. Enhance the capacity of policymakers, security experts and researchers  in Africa to 
understand, assess and respond to AI security risk within this framework, through events 
and resources. 

3. Tailor a multidimensional and integrative framework for an assessment of AI capacities in 
African countries, that encompasses all of pertinent dimensions: legal & regulatory 
frameworks; technology standards; policies & strategies; culture;  know-how; and 
cooperation at the national, regional, and international cooperation levels. 

4. Identify existing resources, standards and institutions that may assist African countries to 
understand, assess and respond to AI security risk, and trace gaps and limitations in these 
resources. 
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5. Develop context-appropriate resources on AI security risk for use in digital policymaking, 
technical and professional training, including policy guidance to navigate the technical, 
governance, political and ethical challenges of AI security risk. 

6. Collaborate with specialists across disciplines to create transdisciplinary research and 
policy practitioners equipped to inform AI security risk policy. 

Research Questions (frame) 
 

The questions will be answered within a political economy framing of emerging AI security risk, in 
particular who bears the risks and how risk can be reallocated. What is the role of  technical 
standards in distribution, identification and mitigation of risk? How is accountability for AI risk 
assigned in the African context? The initial approach is the conception and framing of AI risk as an 
essentially epistemological task. The roles of  and international and regional norms, policy, and 
legislative standards will be scrutinised in this framing. The extent to which technology standard 
making plays a role will be ascertained.   

Key Question: What paradigms, principles, norms and rules, institutions, and resources are needed to 
define and assess emerging AI threats, reduce risks, expose and  ameliorate harm and improve 
resiliency? 

1. AI and Risk: As a foundational examination what is AI cybersecurity risk? How may a 
taxonomy of AI cybersecurity risk for Africa be constructed? 

2. What technologies, dynamics, actors, harms and factors construct and distribute AI 
cybersecurity risk? How does closed source exacerbate AI security risk? How does open 
source mitigate AI security risk? 

3. What is the political economy of AI cybersecurity risk: who is accountable for AI 
cybersecurity risks? Who bears AI security risks? Who is best placed to mitigate AI security 
risks? What is the relationship between those who bear risks and those who benefit from 
them? 

4. What are the possibilities and limitations of current cyber security initiatives including 
international and regional in responding to AI security risk? How can cyberdiplomacy 
respond to AI risk? 

Methodology 

The research will focus on qualitative methods undertaken through a multidisciplinary approach. 
The approach to be undertaken will be significantly influenced by the discussion provided above in 
the “Background”. 
 
Types of research methods: 
 
Desktop study 
Desktop research will be continually used during the research implementation to inform the 
analysis of the empirical evidence. 
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Expert interview 
Interviews with AI technologists, security specialists, entrepreneurs, researchers and policy makers 
along a participatory action research model, but - particularly given the power dynamics inherent 
to the interviewed types -this is chiefly envisioned as chiefly instrumental participation. 
 
Case studies 
Case studies on AI security risk in Africa will be used to supplement the research,. This will not be 
“case study” research solely, but will rather use case studies as discrete expressions of different 
components of the research (i.e. supplementary rather than definitive). 
 
User testing 
Particularly in relation to any toolkit development or policy resources, iterative user testing (and 
research) will be included in acknowledgement of best innovation and design practices. 
 
Scenario building and foresight analysis 
A future-oriented rather than an analysis of the past. This research method adopts a backcasting 
methodology, which defines a desirable scenario in the future and then works backwards to identify 
policies and programmes that connect that specific future to the present, outlining factors that can 
work as facilitators or obstacles. 
 
Legal reviews 
Reviews of existing and proposed laws and treaties implicated in AI security risk, and where 
applicable case law and adjudicatory material analysis, to identify gaps and frictions and, where 
appropriate, propose alternatives more suitable to local contexts. Where appropriate this includes 
technical interpretation of legal code. 
 
Technology reviews 
Reviews of technologies to ascertain which technologies raise AI security risks, and which 
technologies may be deployed to mitigate risks. 

Intended Output  
 

The research question frames will outline the scope of the broader research undertakings. This 
research will then be expressed through particular outputs broadly aligned with the three phased 
project implementation enunciated in the consolidated proposal. The intended outputs for the data 
and AI governance policy work will centre delivery through four central products: 
 

1. Working Research paper on taxonomy of AI security risks, terminology 
2. Initial scan of international and regional cyber security standards and policy and 

institutions in relation AI risk. 
3. Initial scan of AI security risk in Africa - publications/people/institutions 
4. Policy primer on AI security risk. 
5. Working paper/case study on cyberdiplomacy 
6. Final Research paper on AI security risk and preparedness in Africa. 
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Communications streamlining 
 

While there are communications opportunities in delivery of the three main outputs, additional 
outputs are envisioned both to further the research, but also communications itself, including: 

1. A quarterly blog post on results contextualised in pertinent political moments; and 
2. A number of public engagements through conferences to share results of the workshop 

Outcomes 
 

Given the outcomes expressed in the consolidated proposal (expressed therein as “results), while 
the AI and data governance proposal will remain focused on those outcomes in conducting research 
activities, it in addition notes that this will rely directly on streamlining research across project 
areas. This proposal therefore posits additional activities outside the mere delivery of outputs. 
 
Activity Areas 
 

Description Objective Implementation 

Quarterly 
brown bag 

Streamlining Every quarter, a brown bag focused on 
emerging results will be provided to RIA - 
internally - with expression in a powerpoint to 
facilitate sharing. 

Quarterly blogs Communications Blogs which link research results to current 
affairs will be completed at a rate of at least 
once a quarter.  

Research 
papers 

Output delivery Outputs 1 and 3 will be continually developed 
over the initial two research phases, but within 
contained products.  

Toolkit/Policy 
Primer 

Communications/Output 
delivery 

Specific focus on policy understanding. 

 
Bibliography 
 

     
Calandro, E. (n.d.). Observing global cyber norms nationally—The case of critical 
infrastructure protection in South Africa. Forthcoming in Lex Informatica 2020: Cyberlaw in 
Africa). 

Calandro, E. (2020). Partnering with Africa on cyber diplomacy. Directions blog. 

Creese, S. (2020). The Threat from AI. In D. J. Baker & P. H. Robinson (Eds.), Artificial 
Intelligence and the Law. Taylor & Francis. 



12 of 12 Concept Note: AI Risk & Cybersecurity 
 

Feldstein, S. (2019). The Global Expansion of AI Surveillance. 
https://carnegieendowment.org/files/WP-Feldstein-AISurveillance_final1.pdf 

Gwagwa, A., Kraemer-Mbula, E., Rizk, N., Rutenberg, I., & de Beer, J. (2020). Artificial 
Intelligence (AI) Deployments in Africa: Benefits, Challenges and Policy Dimensions. The 
African Journal of Information and Communication, 26, 1–28. 
https://doi.org/10.23962/10539/30361 

Rens, A. (2011). Open Document Standards for Government: The South African Experience. 
In L. DeNardis (Ed.), Opening Standards: The Global Politics of Interoperability (1 edition, pp. 
63–71). The MIT Press. 

Siedler, R. E. (2016). Hard Power in Cyberspace: CNA as a Political Means. In: N.Pissanidis, 
H.Rõigas, M.Veenendaal (Eds.). 2016 8th International Conference on Cyber Conflict Cyber 
Power. NATO CCD COE Publications, Tallinn. 

Smith, M. L., & Neupane, S. (2018). Artificial Intelligenece and Human Development: 
Towards a Research Agenda (p. 25). https://www.idrc.ca/sites/default/files/ai_en.pdf 

 
 

Authors 
 

Dr. Enrico Calandro 

Dr. Andrew Rens 

Ms Sorene Assefa 

 
Enquiries 
 

arens@researchictafrica.net 
 
Address 
 

Workshop 17, 17 Dock Road, V&A Waterfront, Cape Town, 8001, South Africa 
 
Telephone Number 
 

+27 21 447 6332 
 

 

 
 


