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Artificial Intelligence (AI): AI are computer programmes 
that mimic human intelligence and cognition (human 

intelligence being understood as reasoning, learning and 
problem-solving).
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Conceptual distinctions
Framework

‣ Data Processing+ 

• (plus = decisions and outcomes)

• a priori sound data governance frameworks

‣ Foundations

• Inputs (data risks)

• Outcomes (results of AI and associate risks)



Data protection and privacy
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Emerging data protection regimes (typically in relation to personal data).
Privacy in Africa 

‣ No right to privacy in ACPHR, but cf Declaration of 
Principles on Freedom of Expression in Africa

• Collective rights and collective risks (emerging discourse).

‣ Constitutional underpinnings

• Where in existence, ‘personal communications’

• Right to be let alone plus right to identity

‣ Economic influence of GDPR and AfCFTA

• Lack of empowered or enforceable DPAs (Greenleaf).
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Personal data and lawful processing guides (principle-based regulation) of 
personal data processing: best practice features.

Data governance models

‣ Limitations on collection; purpose specification; use 
limitation; data quality; security safeguards; openness 
(which includes incident reporting, an important 
correlation to cybersecurity and cybercrime 
imperatives), and accountability (obligations on 
private and public). 

‣ Data subject rights (control).

‣ Multi-stakeholder participation (regulation).

‣ Data protection authorities (recourse and 
implementation).
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There are specific risks for citizens (and others) in relation to data which 
data governance needs to manage. Not exhaustive.

Specific Risks

‣ Big data (for AI) often includes personal data

• Privacy and security; power, consent and control.

• Cf. misinformation (?). 

‣ Exclusion

• Under-represented in data sets.

‣ Bias

• Over-represented in data, or inadequately represented 
(see gender work of Gebru).
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Thinking about data risks in the context of identity.
Risks in Context

Figure 1: Modes of constructing digital identity



AI outcomes
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Outside of data-related risks, there are risks specifically associated to AI 
decision-making. 

AI risks

‣ When on the basis of personal data, there are 
examples of blanket exclusions (s. 71 of POPIA).

‣ What is the potential in the public sector context for 
utilising existing mechanisms on administrative justice 
for recourse?

‣ Intersections between data quality, integrity and bias 
in relation to outcomes too. 

‣ AI governance additionally will need to consider 
innovation policy, labour policy, etc.
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Areas arising from the research in this area. 
Questions

‣ How might local development help deal with these 
challenges?

• E.g. localisation costs; data centre narratives.

‣ How might global governance address some challenges, 
and how might we engage? And domestic?

• E.g. digital taxation; labour etc.

‣ The public-private intersections, power and regulation?

• Africa: big data projects, particularly related to identity, still 
significantly public sector driven.
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Some resources

‣ The Digital Economy and Society (SADC Paper)

• Includes comprehensive DP stuff.

‣ Public-Private and AI

• Emerging strategic considerations for AI.

‣ Data Protection Africa

• Useful resource for tracing data protection regimes. 

https://researchictafrica.net/wp/wp-content/uploads/2020/11/digital-economy-report_04.pdf
https://researchictafrica.net/publication/the-public-private-a-key-legal-nexus-for-south-africas-ai-future/
https://dataprotection.africa/


Contact me:
@jablet

grazzano@researchictafrica.net
Resource Lists available through Zotero


