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15:00-15:05  WELCOME 
 
   Bruce W. McConnell, President, EastWest Institute  
 
15:05-15:15 INTRODUCTORY MESSAGES 
 
  Francis Moloi, Acting Deputy Director-General, Global Governance and Continental 

Agenda, Department of International Relations and Cooperation of South Africa 
 
 Alison Gillwald, Executive Director, Research ICT Africa; Adjunct Professor, Nelson 

Mandela School of Public Governance, University of Cape Town  
 

15:15-15:35  SUSTAINABLE DEVELOPMENT: PRESENTATIONS AND DISCUSSION 
 

Bridging the digital divide and increasing cyber capacities globally are crucial to 
achieving the 2030 Sustainable Development Agenda, as noted by both the UN Open-
Ended Working Group (OEWG) and the report of the Secretary-General’s High-level 
Panel on Digital Cooperation. In Africa, in addition to bridging the connectivity gap, it is 
clear that taking advantage of new digital jobs and potential economic growth will 
require significant investment in infrastructure, training and skills development. 
However, efforts to build capacity must be demand-driven and nationally led, adapting 
to the needs and realities of Southern African countries and communities. Moreover, 
such efforts must be inclusive, seeking to bring in marginalized populations in order to 
avoid continuing the existing inequalities in society. In this session, speakers will outline 
digital policy priorities for Southern African countries in the context of sustainable 
development. They will also explore digital policy mechanisms that are secure, human-
centric, rights-based and inclusive, including public-private partnerships, South-South 
cooperation and North-South models based on meaningful collaboration and 
mutuality, to strengthen institutions and the rule of law in cyberspace.  

 
Speakers: Esther Mwema, Founder and Chief Strategist, Digital Grassroots 
 

Susan Potgieter, Head, Strategic Services, South African Banking Risk Information 
Centre (SABRIC)  

 
GUIDING QUESTIONS FOR DISCUSSION    

 
x How are Southern African countries and regional organizations using technology to 

help achieve the Sustainable Development Agenda? Is there a role for national 
cyber strategies and policy frameworks in Southern African countries to help 
enable sustainable development and address the digital divide between and within 
countries?   
 

x What cyber capacity building needs have been identified as countries are looking 
to technology to support sustainable development? Are there examples of 
recipient-led, needs-based and inclusive (multistakeholder) capacity building 
models that can offer lessons for the region? 
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x What are some concrete ways that countries/organizations/companies looking to 

provide technical and other assistance can ensure that their efforts are appropriate 
and useful to the needs and priorities of Southern African communities? 

 
15:35-15:55  PEACE AND SECURITY: PRESENTATIONS AND DISCUSSION 
 

Cyberspace connects people, powers economic innovation, and offers new pathways 
to effective governance, but it also creates new avenues for threat actors to exploit. 
Southern Africa's increasing reliance on ICT has opened the door for potential state-
sponsored and other malicious actors to use cyberspace as a medium to disrupt their 
opponents’ societies and steal information. There is also a growing prevalence of cyber 
crime on the continent as key sectors, such as finance, rely more on digitalization, 
enabling cyber crime to affect millions of Southern Africans, especially in communities 
with low cyber literacy. The lack of cyber literacy for novice ICT users, along with 
jurisdictional questions, uneven access to and use of technology, and limited resources 
to tackle cybersecurity at senior levels of government, continue to be challenges in 
creating effective responses. This session will explore what the Southern African 
priorities of cybersecurity capacity building are and how to overcome these challenges, 
while still allowing cyberspace to grow to match the needs of the people and 
businesses of Southern Africa. 

 
Speakers:  Karen Allen, Senior Research Advisor and Head of Emerging Threats, Institute for  

Security Studies (ISS)  
 

Moctar Yedaly, Head, Department of Information Society, African Union  
Commission 
 

   GUIDING QUESTIONS FOR DISCUSSION 
 

x What are the most critical vulnerabilities (both technical and societal) that threaten 
peace and security both in and through the use of cyberspace for Southern African 
countries? 
 

x What are the ways Southern African countries are improving cybersecurity in order 
to combat cyber crime and other malicious attacks in cyberspace? Are there 
examples of multistakeholder efforts that have been successful? What kinds of 
capacities are still needed? 

    
15:55-16:15 GOVERNANCE: PRESENTATIONS AND DISCUSSION 
 

Multiple ongoing international processes are addressing governance in cyberspace: the 
UN Open-Ended Working Group (OEWG), the latest iteration of the Group of 
Governmental Experts (GGE), the Ad Hoc Committee to Elaborate a Comprehensive 
International Convention on Countering the use of ICTs for Criminal Purposes, and the 
Intergovernmental Expert Group to Conduct a Comprehensive Study of the Problem of 
Cybercrime (IEG). Each of these processes seeks to identify avenues for international 
cooperation, confidence-building and capacity building in order to take full advantage 
of the opportunities and better confront the threats and challenges to governance in 
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cyberspace. They also have potential implications for national efforts, as countries 
develop cyber strategies and identify priorities. In this session, speakers will provide 
updates on these processes, looking specifically at how the priorities and concerns of 
Southern African countries are being addressed and how these processes can be 
carried forward in the region. Participants will also examine how these processes can 
contribute to inclusivity, transparency and trust around ICT use, to help prevent cyber 
conflict and contribute to the peaceful settlement of disputes.  

 
Speakers: Nathalie Jaarsma, Ambassador-at-Large, Security Policy and Cyber, Ministry of Foreign 

Affairs of the Netherlands 
 

Doctor Mashabane, South African Representative to the UN Group of Governmental 
Experts; Chair, Intergovernmental Expert Group to Conduct a Comprehensive Study of 
the Problem of Cybercrime  
 
GUIDING QUESTIONS FOR DISCUSSION 
 
x What are the specific ways in which the UN and other international and regional 

processes can support solutions to the peace and security, cyber crime, and 
development challenges in Southern Africa mentioned above? How are these 
challenges addressed in national and regional level governance mechanisms? 
 

x How are non-governmental stakeholders (civil society, the private sector, 
academia, etc.) being included in governance efforts at the national, regional and 
international levels? Are these efforts inclusive enough, and if not, how can they be 
improved? 

 
x How can the international processes at the UN address Southern African concerns 

about cyber crime and cyber peace with practical results? 
 
16:15-16:30  CONCLUDING REMARKS 
 
   Enrico Calandro, Senior Research Associate, Research ICT Africa 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


