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Concept note and programme

Summary:

A one-day engagement (Chatham House style) of up to 70 selected people will draw links between
selected media, digital and diplomatic actors in regard to the new nexus of issues relevant to the
integrity of African elections. These issues include:

e The advent of generative Al, which portends a tsunami of synthetic disinformation® that can
corrupt electoral integrity and catalyse serious security threats.

e How free and independent media, and access to information, as well as access to digital
means of communication, impact on unfolding scenarios.

e Data governance, access and use which are major factors of relevance.

This all potentially constitutes a point of common ground between various different stakeholder
groups who currently operate in diverse (but fragmented) realms of action. The event is an
opportunity for dialogue across silos and identifying common points for co-operation. It is convened
by International Media Support (IMS) and Research ICT Africa (RIA), with support from Sida’s Africa
Department, Team Democracy.

Expected outcomes:

e Surfacing of insights into key strategic issues for African democracy and human rights (incl.
Intersectionalities such as with gender equality rights) in the context of emergent digital
opportunities and threats — repressive laws, surveillance, shutdowns and other disruptions,
cybersecurity, authoritarianism, and disinformation.

e Qualified vision of digital public interest infrastructure’ with concrete examples of existing
proactive solutions within the nexus of digitalisation, ownership and use of data, online
freedom of expression and local journalism.

e Shared understanding of how access to and the impactful use of data can help to structurally
contest disinformation and related existential (digital) challenges to elections and democracy.

e Specific exploration, in the context of African elections, how cross-sectorial collaborations
and coalitions across journalism, digital rights communities, academia, big and small tech
companies could impact on data colonial business models and monopolies on data (and
thereby knowledge and solutions) in ways that mitigate harms and optimise advantages to
the integrity of elections in times of Al.

Participant categories
e Swedish and Nordic diplomats

! Disinformation used here as a generic label for content that harms human rights, including the right to
political participation, cognisant of differences between such expressions and their contexts
2 Public interest infrastructure | IMS (mediasupport.org)



https://www.mediasupport.org/publication/public-interest-infrastructure/

Electoral experts

Africa media and digital civil society

Academic researchers

International private sector, and digital and data start-ups
AU and Africa-wide associations

Program

Facilitator/Spe

aker

Morning session: Sharing strategic perspectives across silos between Internet, media and academic
stakeholders.

MCs: Christina Dahlman and Jacob Kok, Swedish Embassy
08h00 - 08.30 Arrivals (Coffee & Tea)
08.30 — 09h00 Welcome: Ambassador Hakan Juholt

09h00 - 10h30 Mapping the context and solutions: Disinformation in Africa Alison

with specific focus on SADC region and elections (Short Gillwald, ED,
responses to questions by the moderator) RIA
i.) Context: Understanding disinformation and

elections in Africa (digital security, data management,
platforms, elections). Guy Berger, Distinguished
Fellow, RIA

ii.) What Sida commissioned research shows:
Digitalisation and datafication and digital
inequalities in the region, and implications for
elections (issues of inclusion, vulnerabilities of
different groups to manipulation); media and digital
freedom in the region. Anriette Esterhuysen,
consultant

iii.) What research by RIA and the Centre for Analytics and
Behavioural Change (CABC) research shows: Rise of
disinformation and hate speech for hire and at scale;
attacks on UN and election officials; threats to digital
infrastructure (DDOS, doxing, hacking), and direct
risks to electoral integrity through polluted info
environment that prevents free and informed political
choice. Hanani Hlomani, RIA; Camaren Peter, CABC

iv.) What research by International Media Support (IMS)
shows: Public interest infrastructures and media’s
role during elections — approaches to fight practices,
agents and structures of disinformation. Magnus Ag
and Fausta Musokwa, IMS



10h30

10h45 -12h30

12.30-12.40

12h40 - 13h30

vi.)

vii.)

Examples of Al use and unfolding implications for
disinformation and elections in Africa. Jean le Roux,
Atlantic Digital Forensics Lab; Andrea Liebman,
Swedish expert

Overall respondents: Amb. Johan Hallenborg and
Pansy Tlakula, Information Regulator South Africa.

Audience participation.

Coffee break

What we can work with: Unpacking complementarities and
potential intersecting roles of stakeholders (Short
presentations followed by moderated group discussion)

i)

ii.)

Relevant momentum on key issues, challenges and
opportunities:
Building on:
® The African Media Convention and Lusaka
Declaration (Tabani Moyo, Misa);
® Regional Conference on Information and
Communication Rights in Africa (Gilbert
Sendugwa, AFIC);
Africa IGF (Liz Orembo, RIA),
FifAfrica (Juliet Nanfuka, Cipesa);
Africa alliance for access to intermediaries’
data holdings (Guy Berger, RIA).

Who are the key stakeholders in addressing the
complexities of disinformation and elections
(examples of multi-stakeholder initiatives involving
media and fact checkers, civil society organisations,
private sector, academia, state actors). Remarks by:
® FElla Alcock, Open Cities Lab;
Kyle Findlay, Murmur Intelligence;

[ ]
e Karen Allen, Institute for Security Studies (ISS);
[ ]

Bulanda Nkhowani, Digital Action.

Summary and strategic insights

Lunch

Moderator:
Jesper
Hgjberg,
director IMS

Guy Berger
(RIA)

Afternoon session: How the stakeholder groups in the workshop might work together and improve
on existing relationships, networks and coalitions.

13h30 - 15h00

Taking forward strategic insights into tactical issues

i.)

Election integrity initiatives:

Moderator: Liz
Orembo (RIA)



15h00 - 15h15

15h15 - 16h30

16h45

Association of African Election Authorities’ Principles
and guidelines on social media in depth (Victor Shale,
SA’s Independent Electoral Commission);

Real 411, voter education and media/digital/data
literacy (William Bird, Media Monitoring Africa)

ii.) Media coalitions for change in Sub-Saharan Africa —
What are the findings, and how can coalitions take
these issues forward: (Sarah Chiumbu, IMS
consultant)

Group discussion:

iii.) Priority issues and opportunities for effective
infosystem change in favour of African election
integrity

iv.) Possible partnerships, engagements and follow-up
steps.

Coffee break
Updating key norms — and potential for joint action:

Specific discussion on the possible revision of the Guidelines
on Access to Information during Elections and Model Law on
Access to Information, of the African Union Commission on
Human and Peoples’ Rights. (ACHPR Rapporteur Geereesha
Topsy Sono and SA Information Regulator Pansy Tlakula;
respondent Prof Vukosi Marivate)

Closing remarks — summing up, what’s next, agenda for 17
November

Moderator:
Rashweat
Mukundu
(IMS)

Zoe Titus,
Global Forum
for Media
Development
and Namibia
Media Trust



